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Approach

DELINEATE BETWEEN SIMPLIFY MANAGEMENT OPTIMIZE BY COMPILING TARGET AGNOSTIC
EXISTING ENVIRONMENT BUSINESS LOGIC, INFRASTRUCTURE, WITH STANDARD INTERFACES PROGRAMS INTO SOFTWARE AND HARDWARE
AND MANAGEMENT BETWEEN LOGICAL BOUNDRIES

) 4

INFRASTRUCTURE
MANAGEMENT

1. Delineate Business Logic vs. Infrastructure
2. Simplify Infrastructure Management
3. Optimize using a Compiler-Driven Target Abstraction
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Use-Case Driven

1. Infrastructure-as-a-Service laas Paas Inline Acceleration
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containers and bare metal

IPDK Infrastructure Application Interface

2. Platform-as-a-Service

Container Networking . : —
(Kubernetes) Sidecars Community %ﬂ_ é @lpdk Driven

(Envoy, MongoDB)
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Open-Source Development
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Delineate, simplify, and optimize

for each major use case and @|pd ko = g8 o @ @ &)
- Development Kit ~ MeTone stomer oo
fu n Ctl O n a I a rea IPDK, or Infrastructure Programmer Development /(8)\ dk
. Ope I C mpler
Kit, is an open source, vendor agnostic framework " @ P

() 0 p e n - S o u rce D eve I o p m e nt & of drivers and APIs for infrastructure offload and

management that runs on a CPU, IPU or switch.
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G ove rn a n ce IPDK r}lns in Linux and uses a set of well- . — o Tt suteh Target

established tools such as SPDK, DPDK, Quick
N eW patCh eS ag e n tS a n d Assist anf:l P4 Fo gnable network virtljla'lizev\tion,
) J storage virtualization, workload provisioning, root-
of-trust and offload capabilities found in the

i n te rfa Ce S u p po rt platform. The components within IPDK, already

optimized for Xeon servers, provide a common

Open-Source definitions of interfaces

optimizing resources and securing the

D O C ke rfi I eS a n d p re - b u i It CO n ta i n e rS infrastructure with an open-source eco-system.

- Development has started, come join!
Collaborate on Slack , Github & IPDK.io
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IPDK Standard Interfaces

° I nfrastru ctu re i | PaaS Inline Acceleration
Application Interface S E @ @ gi%: (<o)
D eVi CeS & S e rVi CeS fo r NETWORK STORAGE CRYPTO FIREWALL,IDS ML/AI 5G/EDGE
WO rkl Oad Ap pS IPDK Infrastructure Application Interface

Platform Capabilities L ON : Compiler
Offered to Mgmt Commlf’nity ég@ @Ipdk Driven

- Target Abstraction = IPDK Target Abstraction Interface |l
Interface (TAI)
gy : IPDK [ ——
Target Capabilities s 1= =] ==
Offered to IPDK CPU Target IPU Target Switch

Target

IPDK.io: Infrastructure Programmer Development Kit

Collaborate with the community on Github & Slack


https://ipdk.io/
http://www.github.com/ipdk-io
http://www.slack.com/ipdk

Take-Home Demo

_ OpenConfig RPC or CLI
Download Containers > create port hostl virtio-net 10Gbps netdevl

. > create disk hostl virtio-blk 100KIOPS bdevl
* |[IPDK Container

* Traffic Gen Container

« Storage Target Container

IPDK Container
S
7 KVM Target

- Create virtual disk =
Container Target

Generate network traffic . % T veth or ]

Create Virtual Devices
 Create virtual port

and storage read/writes Ethernet
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Where Can IPDK Run?

KVM HOST VIRTUAL INSTANCE PHYSICAL DEVICE

Instance Device

IPDK Apps

IPDK Apps

o v

Instance IPDK Apps

=
—

gemu
KVM/Cloud
* Insert devices into VMs * Insert devices into instances * Insert devices into hosts (VM, bare metal)
» Sockets in/out of VM apps/containers (VM, bare metal) » Sockets in/out of host or VM
» Direct attached devices (drives, » Sockets in/out of instance apps/containers apps/containers
NICs, Accel)  Virtual devices (drives, NICs, Accel) * Direct and virtual devices (drives, NICs,
Accel)
Software Hypervisor Cloud Hypervisor Hardware Hypervisor
Software Virtual Switch Cloud Virtual Switch Hardware Virtual Switch
KVM can also run in each instance KVM can also run in each instance
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Call to Action

laaS PaaS Inline Acceleration

Come Join the Community

» Develop IPDK-compatible  caes st = (L@ @ ¢k ()
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« Contribute an IPDK Target
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IPDK Infrastructure Application Interface

» Develop New Recipes NN
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IPDK Container

Host Server  Bare Metal /

= Containers

VM

qemu+vDPA

TFT

IPU (vhost)

Managed OpenConfig
Service Mesh  Storage t Managed
(xDS) Protocol P4Runtime Kubernetes
INT
IPU teamd
Container
BGP

SPDK

Initiator
Library

Tlms

P4 OVS
P4Runtime
OpenConfig

DP DK M EV
Target Target I I

K8S CNI

QuickAssist
Lookaside

Inverse Devices
(vhost)

CPU Telemetry
& Power Mgmt NIC Devices

Operating System (Customer’s Choice)

Secure Boot / Attestation
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laaS — Network Virtualization

? Load Driver

Traffic Send/Receive

Host Server or VM

m ¢
IPU/vhost —

OpenConfig Q Create Port
ﬂk

P4Runtime
INT
IPDK . teamd
Container
BGP

P4 OVS

P4Runtime
OpenConfig

Hotplug Port
‘ ‘\ assoc. netdev

SW HW
Target Target I I
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laaS — Storage Virtualization

Load Driver
Storage Requests

Host Server or VM

Storage
Protocol

s

OpenConfig Q Create Disks
ﬂk

P4Runtime
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Storage Req uest° \

IPU
Container

¢

SPDK

iciator

Library

P4 OVS
P4Runtime
OpenConfig

?

Hotplug Dis
assoc. bdev

A

IPU (vhost)

nverse Devices
(vhost)

N\

[ NIC De\ic S

Infrastructure Operating System
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laaS — Storage Virtualization - Interfaces

1. OpenConfig Operation Sormge

‘add virtio-blk disk1 bdevd 10TB’ Protocol OpenConfig

2. TDI (Table Driven Interface)
‘addEntry(vdeyv, “disk1”, config1)

3. Backend Device Operation SPDK T paovs
Initiator P4Runtime
— KVM: gemu hotplug Library OpenConfig

Add/Del/Modify Virtual Device Table

— Canyon: pci hotplug —
. . . arget Backen
- MEV: simulated hotplug Asso;late Device < bdev Hotplug Virtual Device
4. SPDK Operation | voisk )

associate device w/ ‘bdev5’
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laaS — Host Virtualization — Network

?

VM Loads Driver

Traffic Send/Receive

Host Server

qemu+v’PA

OpenConfig Create Port
1 w/ VF #
P4Runtime
INT
IPU _ teamd
Container
IaaS— EENEY v 4 -
Host Virt. Agent IPDK Plat. Manager P4 OVS
Live gRPC P4Runtime
Mlgratlon OpenConfig
Assign VF SW HW
- assoc. netdev Target W Target II
/
In evic

VPC Exceptions

[ NIC Devices ]

I

Infrastructure Operating System |N etwork Control

Q VPC Dataplane

iPIane Packets
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laaS — Host Virtualization — Disk

OpenConfig Create Disk

VM Loads Driver Storage ﬂ -~ w/ VF #
Traffic Send/Receive Pro'aocol untime
Host Server INT
IPU
. teamd
Container
laaS — ! l BGP

laaS —
Host Virt. Agent

Live
Migration

IPDK Plat. Manager

P4 OVS

SPDK
iciator

Library

P4Runtime
OpenConfig

SW HW
Target Target
N\

/
] [ NICD \
. eyices
VPC Exceptions
Infrastructure Operating System Storage

Completion

Assign VF
assoc. bde

Storage Req uest° IPU
|

Q VPC Dataplane
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laaS — Host Virtualization — Net+Disk

?

VM Loads Driver
Traffic & Storage

Host Server

qemu+v’PA

vDisk(s) vPort(s)

— , OpenConfig Create Port/Disk
FIeI>(|b|!|ty of Primary Storage 4 w/ VE #
Control Point- Host or |IPU Protocol PARuNtime
INT
IPU
. teamd

Container

lee Virt. Agent IPDK Plat. Manager SPDK P4 OVS
Initiator P4Runtime

Mlgratlon

AWK
NI

Library

OpenConfig

Assign VF

assoc. netde
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Target

M EV
Target

i1
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QuickAssist

VPC
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PaaS — CSI| & CNI

Optional Optimizations: Managed OpenConfig
* Container Dedicated Queues (CDQ) Service Mesh  Storage 1 | Managed
* Localhost Sockets (xDS) Protocol P4Runtime Kubernetes
Host Server or VM PU INT
i d
|Contamers $eee i... Container teBaGn;

SPDK P4 OVS

Initiator P4Runtime K8S CNI

PaaS — CSlI PaaS — CNI
Library OpenConfig

] g
DPDK MEV
i - ‘ Target Target II

Inverse Devices QuickAssist CPU Telemetry
(vhost) Lookaside & Power Mgmt

NIC Devices

IPU (vhost)

Operating System (Customer’s Choice)

Secure Boot / Attestation
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PaaS — K8s Delineations

0. Bare Metal, no IPU

YAML
spec

v

K8s control plane

Host Node

> kubelet  ======mmmmmmeeee e

1. Trusted host anchored control (Self Managed)

YAML
spec

2

K8s control plane

————

t-k=>  kubeproxy ==--=-- >4  IPDKCNI

Host Node

> kubelet

v

> kubeproxy =-==-=---= >4 IPDKCNI

2. IPU anchored control (Managed Services)

YAML
spec

v

K8s control plane

3. Split Tenant & Managed Infrastructure

Tenant
K8s control plane

Host Node

A

Calico Agent

YAML
spec

Infra
K8s control plane

> kubelet

>1 IPDKCNI
A

kubelet
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PaaS — Calico Running on IPU

Optional Optimizations: Managed OpenConfig
* Container Dedicated Queues (CDQ) Service Mesh  Storage 1 | Managed
* Localhost Sockets (xDS) Protocol P4Runtime Kubernetes
Host Server or VM PU INT
i d
Containers ‘ooo‘ iooo Container team
BGP
| Paa$S

PaaS — CSI PaaS — CNI

SPDK P4 OVS Calico P4
Initiator P4Runtime K8S CNI
Library OpenConfig (Calico)

gRPC
DP DK M EV
i - ‘ Target Target I
Inverse Devices QuickAssist CPU Telemetry
(vhost) Lookaside & Power Mgmt NIC Devices
Operating System (Customer’s W

Secure Boot / Attestation
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PaaS — Envoy Delineations

( )\
_ New Plugin
Current Service Mesh on Host Service Mesh on IPU worker node Development
Host Node st et .g
Sl 9 ________ kubernetes
I & ! J
| Service A I [ &@ envoy J _________________________________

IPU

_e compute

Expose IPU comr)ute resources as a k8s worker node

Modify k8s orchestration to inject Envoy to IPU Worker Node
Configure IPU dataplane offload for ‘iptables’ traffic redirect
Orchestrate tenant service

Istio configuration of Envoy

= [ e
=

Cm—m——

vk wnN e
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PaaS — Envoy on |IPU

Optional Optimizations: Managed OpenConfig
 Container Dedicated Queues (CDQ) Service Mesh  Storage ﬂ Managed
* Localhost Sockets (xDS) Protocol P4Runtime Kubernetes
Host Server or VM U INT
. t d
Containers $eeef i... Container —
[ n J, EEN
| DA Aoe SPDK P4 OVS Calico P4
PaaS — CSl PaaS—CNI - Initiator P4Runtime K8S CNI
gRPC Library OpenConfig (Calico)
vPort(s)
DPDK MEV
- Target Target II
/ |
Inverse Devices ckAssist CPU Telemetry
IPU (Vh oS [ (vhostf ] Lookaside ] [ & Power Mgmt ] NIC Devices
J
/ Operating System (Customer’s Choice)
—

Secure Boot / Attestation
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PaaS — Multi-Tenancy (Service:Sidecar)

Service A
e |PU dataplane used for traffic redirection to YAML YAME
Envoy proxy and offload of CNI
e 1:1 Service Mesh (Envoy) containers Infra managed pé‘r Tenant C¢'I)ntrol
; / Host Nod
e Resource allocation & life cycle & Mgmt. Planes. o
Service .
e CDQ enable scheduling & BW allocations Istio S
e Separation of mTLS Certificates : gtoaf:ﬁlcs
. . . e L ;
e No restriction on Istio deployment e N 0 —
ode
e Support various deployments such as multiple
Envoy instances, soft multi-tenancy, & RBAC
namespaces.
e Additional services (OpenTelemetry) can be
orchestrated
OpenTelemetry
e Optional to use Istio soft multi-tenancy Collector
‘Metrics ¢

Grafana Ul Prometheus
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Thank you.
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